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Clustering is a commonly used technique for multimedia data analysis and management. In this article, we
propose a high-order clustering algorithm by fast search and find of density peaks (HOCFS) by extending
the traditional clustering scheme by fast search and find of density peaks (CFS) algorithm from the vector
space to the tensor space for multimedia data clustering. Furthermore, we propose a privacy preserving
HOCFS algorithm (PPHOCFS) which improves the efficiency of the HOCFS algorithm by using the cloud
computing to perform most of the clustering operations. To protect the private data in the multimedia data
sets during the clustering process on the cloud, the raw data is encrypted by the Brakerski-Gentry-Vaikuntanathan (BGV) strategy before being uploaded to the cloud for performing the HOCFS clustering algorithm
efficiently. In the proposed method, the client is required to only execute the encryption/decryption operations
and the cloud servers are employed to perform all the computing operations. Finally, the performance of our
scheme is evaluated on two representative multimedia data sets, namely NUS-WIDE and SNAE2, in terms
of clustering accuracy, execution time, and speedup in the experiments. The results demonstrate that the
proposed PPHOCFS scheme can save at least 40% running time compared with HOCFS, without disclosing
the private data on the cloud, making our scheme securely suitable for multimedia big data clustering.
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1. INTRODUCTION

Clustering techniques, widely used in data management and analysis, aim at partitioning the data set into different groups according to measured similarity [Yang et al.
2015; Zhang et al. 2015; Zfle et al. 2014]. In recent years, with the increasing popularity of social networks and electronic commerce, multimedia data is in the explosive
growth [Hu et al. 2014; Min et al. 2014; Smith 2013]. Multimedia data poses many
important challenges on current clustering algorithms due to its huge volume and
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complex structure [Meng et al. 2014; Chen and Lin 2014; Wu et al. 2014; Zhang et al.
2015]. The biggest challenge for multimedia data clustering arose from its complexity.
Specially, multimedia data comes in all types of formats from various resources such
as social web sites and mobile devices, including a large number of images, audios,
videos, and texts. Different kinds of multimedia data have different characteristics
with different distributions and have complicated relationships. Another challenging
issue posed on clustering techniques by multimedia data is huge volume. Multimedia
data often contains a significantly large number of samples and very high dimensional
attributes, leading to a high running-time complexity. Such a large number of multimedia data makes it often impossible to complete a clustering task with a central
processor.
In the past decades, many algorithms have been proposed to cluster multimedia
data. Some algorithms are based on the graph partition such as the bipartite spectral
algorithm [Gao et al. 2005; Long et al. 2006], while others are based on the matrix
factorization such as block value decomposition [Xu et al. 2003; Gu and Zhou 2009].
Besides, some co-clustering algorithms based on information theory have been developed for multimedia data clustering [Ron et al. 2006]. However, most of them are
of low effectiveness and efficiency on clustering multimedia data due to the following two drawbacks. First, current clustering algorithms are difficult to capture the
complex relationship among various types of multimedia data since they only concatenate features learned or extracted from different resources by a linear way and
then minimize a global cost function. Second, they are often of high time complexity
since they require an iterative process to ensure the convergency. Therefore, current
algorithms are only suitable to cluster small data sets but not scalable to multimedia
big data.
In view of the above issues, we propose a privacy preserving high-order CFS
(PPHOCFS) algorithm on the cloud for multimedia data clustering, which is based
on the traditional CFS clustering algorithm. CFS is the latest clustering algorithm
by fast search and find of density peaks, published in Science magazine in 2014 [Alex
and Laio 2014; Kang et al. 2015]. It can find non-spherical clusters and automatically
determine the correct number of clusters. More importantly, it is more efficient and
robust than other clustering algorithms. However, CFS is restricted to clustering traditional structured data. In this article, we propose an HOCFS algorithm (HOCFS) for
multimedia data clustering by extending the CFS algorithm from the vector space to
the tensor space. In the proposed HOCFS algorithm, tensors are used to represent the
multimedia data objects for capturing the complex relationship among various types of
multimedia data, while the tensor distance is used to measure the similarity between
any two multimedia data objects for revealing the distributions of multimedia data in
the high-order tensor space. Furthermore, we employ the cloud servers to perform the
proposed HOCFS algorithm to improve the clustering efficiency. However, privacy concerns become evident when performing the clustering algorithm on the cloud because
there are a lot of private data in multimedia data sets. Aiming at this problem, we
propose a PPHOCFS algorithm by using the BGV technique that is currently the most
efficient, fully homomorphic encryption (FHE) scheme.
The performance of our scheme was evaluated on two representative multimedia data
sets, namely NUS-WIDE [Chua et al. 2009] and SNAE2 [Zhang et al. 2015], by comparison with three representative multimedia clustering algorithms, i.e., high-order possibilistic c-means clustering (HOPCM) [Zhang et al. 2015], spectral relational clustering
(SRC) [Long et al. 2006] and non-negative matrix factorization clustering (NMF) [Xu
et al. 2003]. Experimental results show that the proposed algorithm achieves higher
cluster quality than other algorithms. Furthermore, the proposed algorithm is suitable
to cluster multimedia big data because of its high scalability.
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Our contributions can be summarized as follows:
—We propose an HOCFS clustering algorithm by combining tensor-based representation models and tensor distance for multimedia data clustering.
—We employ the cloud computing to improve the efficiency of the HOCFS algorithm
for multimedia big data clustering.
—We design a PPHOCFS clustering scheme to protect the private data when performing the HOCFS algorithm on the cloud.
The rest of this article is organized as follows. Section 2 briefly describes the technique preliminaries used in our scheme, including the CFS clustering algorithm and
the BGV encryption scheme. The problem statement on multimedia data clustering is
illustrated in Section 3. Section 4 describes the details of the HOCFS algorithm and
Section 5 explains the PPHOCFS algorithm. Performance evaluation of the proposed
algorithm is presented in Section 6. Section 7 reviews the related work on multimedia
data clustering techniques and Section 8 concludes the whole article.
2. PRELIMINARIES

This section briefly describes the technique preliminaries used in our scheme, including
the CFS clustering algorithm and the BGV encryption scheme. The CFS algorithm is
described first, followed by the BGV encryption scheme.
2.1. CFS Clustering Algorithm

The CFS clustering algorithm was proposed by Rodriguez and Laio [Alex and Laio
2014]. It can find non-spherical clusters and automatically determine the correct number of clusters. Moreover, CFS is very robust and efficient, making it have the most
potential of any clustering technique for big data.
The key of the CFS algorithm lies in the characterization of cluster centers. Specially,
the algorithm basically assumes that cluster centers should be surrounded by neighbor
objects with lower local density and be further away from other objects with a higher
local density. Based on this assumption, CFS defines two quantities for every data
object xi , the local density ρi , and the minimum distance δi from any other object with
higher density, in Equations (1) and (2):

ρi = χ (di j − dc )
j 
(1)
1
if x < 0
χ (x) =
0
otherwise
δi = min (di j ),
j:ρ j >ρi

(2)

where, di j denotes the distance between xi and x j , and dc is a cutoff distance. For the
object xi with the highest density, its distance δi is taken as δi = max j (di j ).
The CFS algorithm defines clustering centers as the objects with the big value of γ
that is calculated by Equation (3):
γi = ρi × δi .

(3)

After finding the clustering centers, the CFS algorithm assigns the remaining objects
to the corresponding clusters according to the distance among the objects and the
clustering centers.
The CFS clustering is outlined in Algorithm 1.
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ALGORITHM 1: CFS Clustering Algorithm.
Input: X = {X1 , X2 , . . . , XN }, dc
Output: cl[n], center[k]
for i = 1, 2, . . . , n do
for j = i 
+ 1, i + 2, . . . , n do
T

di j = (Xi − X j ) (Xi − X j );
end
end
for i = 1,2, . . . , n do
ρi = χ (di j − dc );
j

end
for i = 1, 2, . . . , n do
δi = min j:ρ j >ρi {di j };
γi = ρi × δi ;
end
Select clustering centers according to γi ;
for i = 1, 2, . . . , n do
cl[i] = min j:centers[k] {di j };
end
2.2. BGV Encryption Scheme

An FHE scheme that is a hot topic in the cryptography field can support the unlimited number of addition and multiplication operations on the ciphertexts. The first
FHE scheme was implemented by Craig [2009] by utilizing ideal lattices. Recently, researchers have proposed several FHE schemes, such as BGV [Zvika et al. 2012], Bral2
[Zvika 2012], and GSW13 [Craig et al. 2013].
The most efficient FHE scheme is a LWE/RLWE-based leveled encryption technique,
called BGV [Zvika et al. 2012]. Given a security parameter λ, the BGV scheme selects
the required parameters: n = n(λ, μ), d = d(λ, μ), χ = χ (λ, μ), and N = (2n + 1) log q,
in the setup procedure.
The BGV encryption scheme ε contains four parts: KeyGen for producing a secret key
and a public key, Encrypt for generating the ciphertext by encrypting the plaintext,
Decrypt for decrypting the ciphertext, and Evaluate for performing the functionality
correctly on the ciphertexts. In the BGV encryption technique, two algorithms, namely
SwitchKeyGen(s1 ∈ Rqn1 ; s2 ∈ Rqn2 ) and SwitchKey(τs1→s2 , c1 ), are devised to reduce
the dimension of the ciphertext. Specially, SwitchKeyGen(s1 ∈ Rqn1 ; s2 ∈ Rqn2 ) takes the
modulus q as input and outputs the auxiliary information τs1 →s2 for the switching, while
SwitchKey(τs1→s2 , c1 ) takes τs1 →s2 and the ciphertext encrypted under s1 as input and
outputs the corresponding new ciphertext c2 . In addition, the BGV encryption scheme
reduces the noises by using a Scale method.
We refer to Zvika et al. [2012] for details of the BGV scheme. It has been successfully
used recently in cloud computing and security computing due to its high efficiency. In
this article, we use the BGV encryption technique to protect the private data when
performing the HOCFS algorithm on the cloud.
3. PROBLEM STATEMENT

Given a multimedia data set with n objects X = {x1 , x2 , . . . , xn}, each object will be
represented by a tensor first. For instance, an image with 96 × 96 resolutions in the
RGB color space is represented by a three-order tensor R96×96×3 . Also, a video clip of
MPEG-4 format with 10 seconds, 30 frames per second each, with a color image the
same as the above one, can be represented by a four-order tensor R96×96×3×300 . The
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tensor representation model for other types of data can be referred to in Kuang et al.
[2014]. Multimedia data clustering aims to partition the data set into different groups
depending on the measured distances. Based on the analysis in the previous parts,
multimedia data poses a large number of challenges on the clustering techniques. We
discuss the key issues in the three following aspects.
(1) Similarity measurement for multimedia data objects. Similarity measurement is
the fundamental step to one clustering algorithm. Multimedia objects are represented by tensor-based representation models in our scheme. Many metrics have
been proposed in the past decades for calculating the distances, such as Euclidean
distance, Manhattan Distance, and Minkowski distance. However, most of them are
not suitable to measure the distances among multimedia data objects because they
cannot work in high-order tensor space [Zhang et al. 2015]. Therefore, similarity
measurement is the first challenging issue to be addressed.
(2) Clustering technique in the tensor space. Typically, each multimedia object is represented by a tensor. However, most clustering techniques, including the current CFS
algorithm, work only in the vector space, resulting in failure to cluster multimedia
data in the high-order tensor space. So, how to extend the CFS algorithm from the
vector space to the tensor space is a key challenge in multimedia data clustering.
(3) Privacy preserving of private data. In recent years, many distributed clustering
techniques have been devised to improve the clustering efficiency by using the
cloud computing [Zhang and Chen 2014]. However, they tend to disclose private
data because they ignore privacy preserving. Therefore, how to preserve privacy
when using the cloud computing to improve the clustering efficiency is the most
challenging issue.
4. HOCFS ALGORITHM BASED ON THE TENSOR REPRESENTATION MODEL

To measure the similarity between any two multimedia data objects in the high-order
tensor space, we introduce the tensor distance [Yang et al. 2010] in the CFS algorithm.
The tensor distance cannot only calculate the distance of the numerical values but also
reflect the complex correlations among different coordinates of objects in the tensor
space by incorporating a metric matrix. Therefore, the tensor distance can capture the
complex structure correlation between any two objects hidden in the tensor space.
In the tensor distance, each N-order tensor X ∈ RI1 ×I2 ×···×IN is unfolded to the corresponding vector x. Specially, the l-th item in the vector x, xl , represents the item Xi1 i2 ...iN
 j−1

by l = i1 + N
j=2
t=1 It . The tensor distance between X and Y is defined as:

I1 ×I2 ×···×IN
dTD =
glm(xl − yl )(xm − ym)
 l,m=1
(4)
= (x − y)T G(x − y),
where glm denotes the metric coefficient and G denotes the metric matrix defined as:


|| pl − pm||22
1
exp −
glm =
,
(5)
2π δ 2
2δ 2
where, || pl − pm||2 represents the location distance which is calculated by the following
equation:

 2
(6)
|| pl − pm||2 = (i1 − i1 )2 + · · · + (i N − i N
) .
By introducing the tensor distance to calculate the distance between two multimedia
objects, we propose aHOCFS for multimedia clustering, which works in the following
steps.
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Step 1. Calculate the tensor distance between each two multimedia objects using
Equation (4);
Step 2. Calculate the local density ρi and the minimum distance δi for each object xi
using Equations (1) (2);
Step 3. Calculate the value of γ for each object using Equation (3);
Step 4. Find the clustering centers and assign each object to its nearest center.
Specially, the proposed HOCFS clustering scheme based on the tensor distance is
outlined in Algorithm 2.
ALGORITHM 2: HOCFS Clustering Algorithm.
Input: X = {X1 , X2 , . . . , XN }, dc
Output: cl[n], center[k]
for i = 1, 2, . . . , n do
for j = i 
+ 1, i + 2, . . . , n do
T

di j = (Xi − X j ) G(Xi − X j );
end
end
for i = 1,2, . . . , n do
ρi = χ (di j − dc );
j

end
for i = 1, 2, . . . , n do
δi = min j:ρ j >ρi {di j };
γi = ρi × δi ;
end
Select clustering centers according to γi ;
for i = 1, 2, . . . , n do
cl[i] = min j:centers[k] {di j };
end

By comparing the steps of the CFS algorithm and the HOCFS algorithm, it can be
observed that they share the same computational complexity that is dominated by the
computation of the distance between two objects. This calculation takes a total complexity of O(cn2 ), where c and n represent the number of the clusters and the objects,
representatively, for the HOCFS algorithm. Their difference is mainly demonstrated
that CFS calculates the Euclidean distance between two objects while HOCFS calculates the tensor distance.
5. PPHOCFS ALGORITHM

We describe the PPHOCFS algorithm on the cloud in this part. The goal of the proposed
scheme is to use the cloud computing to execute the HOCFS clustering efficiently with
privacy preservation. To avoid the revealing of the sensitive data, we use the BGV
encryption technique to encrypt the raw data before uploading them on the cloud. The
BGV secure operations used in the PPHOCFS scheme are described first, followed by
the details of the proposed algorithm.
5.1. Secure Operations of the BGV Encryption Technique used in the Proposed Scheme

Four secure operations of the BGV scheme, namely encryption, decryption, secure
addition, and secure multiplication are required in the proposed scheme. Specially,
given the secret key sk = (1, s [1], s [2], . . . , s [n]) ∈ Rqn+1 and the public key pk = A with
the required parameters params = (q, d, N, χ ), the four operations can be presented as
follows [Zvika et al. 2012; Zhang et al. 2015]:
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(1) Encryption operation: Encrypt a plaintext m ∈ R2 as its corresponding ciphertext:
c ← m + AT r ∈ Rqn+1 .
(2) Decryption operation: Decrypt a cihpertext c to its corresponding plaintext m ←
((< c, s j > modq) mod 2) according to the secret key s j .
(3) Secure addition: Given the ciphertexts c1 and c2 of messages m1 and m2 , calculates their sum as: let c3 ← c1 + c2 mod q j , the sum of c1 and c2 is c4 ←
Re f resh(c3 , τ (s j  → s j−1 ), q j , q j−1 ).
(4) Secure multiplication: Given the ciphertexts c1 and c2 of messages m1 and m2 ,
calculates their sum as: let c3 ← c1 ⊗ c2 mod q j , the sum of c1 and c2 is c4 ←
Re f resh(c3 , τ (s j  → s j−1 ), q j , q j−1 ).
5.2. PPHOCFS Clustering Scheme

To execute the HOCFS clustering on the cloud without disclosure of private data, the
proposed scheme encrypts the raw data in the client and then uploads the ciphertexts to
the cloud. Next, the cloud calculates the tensor distances between two multimedia data
objects. Afterwards, the client downloads the ciphertexts of the tensor distances from
the cloud and decrypts them, and then uploads them to the cloud. Finally, the cloud
executes the remaining steps of the clustering scheme for the results. The PPHOCFS
clustering scheme is presented in Algorithm 3.

ALGORITHM 3: PPHOCFS Clustering Algorithm.
Input: X = {X1 , X2 , . . . , XN }, dc
Output: cl[n], center[k]
Client:;
Use encryption operation to encrypt the samples;
Upload the encrypted samples to the cloud;
Cloud: ;
for i = 1, 2, . . . , n do
for j = i + 1, i + 2, . . . , n do
// Use secure addition and multiplication to calculate Di j ;
T
di j = (Xi − X j ) G(Xi − X j );
end
end
Send the results to the client;
Client: ;
Use the decryption operation to get di j ;
Upload di j to the cloud;
Cloud:;
for i = 1,2, . . . , n do
ρi = χ (di j − dc );
j

end
for i = 1, 2, . . . , n do
δi = min j:ρ j >ρi {di j };
γi = ρi × δi ;
end
Select clustering centers according to γi ;
for i = 1, 2, . . . , n do
cl[i] = min j:centers[k] {di j };
end
Send the results to the client;
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As illustrated in Algorithm 3, only the encryption/decryption operations are required
to execute in the client and the clustering computing operations are executed by the
cloud servers efficiently. Therefore, our method is able to enhance the efficiency of
the HOCFS algorithm by using the cloud computing. Furthermore, the cloud servers
calculate the tensor distances between two multimedia data objects on the ciphertexts
without disclosing any raw data, so our scheme is secure.
6. PERFORMANCE EVALUATION

The experiments were conducted on the cloud platform, including one master node with
2GHz Intel Xeon E5-2620 CPU, 20GB memory and ITB driver, and ten slave nodes,
each of which has a 2.9GHz Core and 8GB memory. We estimate the proposed algorithms on two representative multimedia data sets, namely NUS-WIDE and SNAE2,
by comparison with three representative multimedia clustering algorithms, i.e., highorder possibilistic c-means algorithm (HOPCM), spectral relational clustering (SRC),
and non-negative matrix factorization (NMF).
6.1. Numerical Analysis

In this section, we analyze the computation cost and communication cost of the
PPHOCFS algorithm. To express clearly, the time cost of one addition operation and
one multiplication operation on Ring R are represented by ADD and MUL, respectively.
Computation Cost. In the PPHOCFS scheme, the client encrypts all multimedia objects and decrypts the distance values once. Therefore, for the multimedia object repN
resented by a tensor RI1 ×I2 ×···×IN , the client encrypts the object with i=1
Ii × (n + 1) ×
N (ADD + MUL) and decrypts the distance ciphertexts with 1/2n(n − 1)(2n + 1) using the BGV encryption scheme with (μ, q, d, n, N, χ ). From Algorithm 3, the cloud
N
servers need to perform 1/2n(n − 1)(( i=1
Ii (N + n + 1) + 4n) MUL and n(n − 1)
N
(( i=1 Ii (n + 1) + 4n + 2) ADD for the scheme.
Although the computation cost on the cloud will increase with the increasing number of multimedia objects and the number of attributes, the cloud can perform the
PPHOCFS scheme in parallel efficiently.
N
Communication Cost. Before the clustering process starts, the client sends n× i=1
Ii
N
messages with m × i=1
Ii × (n + 1) × μ bits, where n is the number of the training
samples to the cloud. Then, the client downloads 1/2n(n − 1) messages with 1/2n(n −
1) × μ bits from the cloud.
The numerical analysis shows that only encryption/decryption operations are required to perform on the client and all the computation tasks are offloaded on the cloud
for performing in parallel. Moreover, the communication cost is significantly smaller
than the computation cost so that it will not decrease the clustering efficiency. Therefore, the proposed scheme is efficient for multimedia big data clustering.
6.2. Datasets and Evaluation Metrics

In this article, we use two representative multimedia datasets, namely NUS-WIDE
and SNAE2, to estimate our proposed methods.
NUS-WIDE is the biggest labeled image data set, consisting of approximately
2.7 million images, all of which were downloaded from Flickr.com. The NUS-WIDE
data set is grouped into 81 classes. We collected 80,000 representative images, which
fell into 14 categories from the raw data set to estimate the clustering accuracy of our
schemes. Moreover, to estimate the performance of our schemes for clustering multimedia data, we collected 1,800 video clips from Youtube which fell into four groups:
sports, news, advertisement, and entertainment We called this the SNAE2 data set.
Each sample with 100 frames is represented by a 4-order tensor.
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Fig. 1. Encryption time of the NUS-WIDE dataset.

Two representative clustering evaluation metrics, i.e., E∗ and Rand Index (RI), are
used to assess the clustering accuracy of the PPHOCFS algorithm [Han et al. 2011;
Maria et al. 2001; Zhang and Chen 2014].
E∗ is used to evaluate the quality of the clustering centers produced by one algorithm
by calculating the distance between the generated clustering centers and the truth ones
as the following equation:

c

i
E∗ =
||videal
− v∗i ||2 ,
(7)
i=1

i
where, videal
represents the ith truth cluster center and v∗i indicates the ith cluster
center produced by the specific algorithm ∗. The lower the E∗ value, the more accurate
the produced clustering centers.
RI is used to measure the agreement between the produced clustering result and
the truth result, which is defined as:

RI =

TP + TN
,
TP + FP + FN + TN

(8)

where:
TP: groups a pair of similar data objects in one cluster correctly;
TN: partitions a pair of dissimilar data objects into two clusters correctly;
FP: groups a pair of dissimilar data objects in one cluster incorrectly;
FN: partitions a pair of similar data objects into two clusters incorrectly.
A higher ACC value implies that the algorithm produces a more accurate clustering
result.
6.3. Encryption Time

Before clustering the multimedia datasets on the cloud, the client needs to use the
BGV technique to encrypt the samples. To measure the influence of dataset size for
the encryption time, we encrypt 1/4, 2/4, 3/4, and all the samples of two datasets,
respectively. The encryption time is shown in the following figures.
Figures 1 and 2 show that the data volume has an important influence on the encryption time, which varies from 73.5s to 662.7s for different subsets of the NUS-WIDE
dataset, while from 215.3s to 1,362.6s for different subsets of the SNAE2 data set.
However, data encryption is required to only perform once for our scheme. Moreover,
this can be pre-performed offline.
6.4. Performance Evaluation in Terms of Clustering Accuracy

In this section, we present the clustering accuracy of the HOCFS algorithm, the
PPHOCFS algorithm, and the compared algorithms, namely HOPCM, SRC, and NMF.
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Fig. 2. Encryption time of the SNAE2 dataset.
Table I. Clustering Result in Terms of E ∗ on NUS-WIDE
Algorithms
SRC
NMF
HOPCM
PPHOCFS

1
4.06
3.84
3.02
2.81

2
4.17
3.60
2.68
2.77

3
3.95
3.96
2.81
2.51

4
4.26
3.54
3.11
2.64

5
4.15
3.66
2.92
2.66

average
4.118
3.72
2.908
2.68

Table II. Clustering Result in Terms of RI on NUS-WIDE
Algorithms
SRC
NMF
HOPCM
PPHOCFS

1
0.81
0.78
0.88
0.92

2
0.65
0.83
0.91
0.87

3
0.72
0.66
0.79
0.89

4
0.68
0.73
0.92
0.94

5
0.72
0.76
0.83
0.91

average
0.716
0.752
0.87
0.906

To evaluate the robustness of the proposed schemes, each algorithm was performed
five times on the two datasets and the results are presented in Table I to Table IV.
As we can see from Table I and Table III, the values of E∗ produced by the PPHOCFS
algorithm are the lowest in most cases. Such results imply that the proposed HOCFS
algorithm produces the most accurate clustering centers. SRC usually performs worst,
whereas HOPCM outperforms NMF, in most cases.
Table II and Table IV show the clustering results in terms of RI. As can be seen,
the proposed PPHOCFS algorithm achieves comparable results compared to other algorithms, in most cases. The results own to the adoption of the tensor-based data
representation model and the tensor distance which can capture the complex distributions and relationships of multimedia data in a high-order tensor space. This outcome
illustrates how our scheme produces the most accurate clustering results in terms of
RI.
In addition, the values of E∗ produced by the PPHOCFS algorithm are lower than
3.0 and 8.0 for two data sets, respectively, in most cases. Specially, the values of RI
produced by the PPHOCFS algorithm are higher than 0.9 for the two data sets, in
most cases. Such observation implies that the proposed algorithm achieves the best
performance of clustering accuracy and robustness in terms of E∗ and RI.
6.5. Performance Evaluation in Terms of Running Time

This section estimates the efficient performance of our methods by running time. Specifically, we compare the running time of the PPHOCFS algorithm using the cloud computing with that of the HOCFS algorithm performed on the client, on 1/4, 2/4, 3/4,
and all the samples, respectively, of the two data sets. Figure 3 and Figure 4 show the
running time of the algorithms on the different datasets.
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Table III. Clustering Result in Terms of E ∗ on SNAE2
Algorithms
SRC
NMF
HOPCM
PPHOCFS

1
9.06
9.54
7.96
7.31

2
10.17
8.62
8.15
7.35

3
9.84
8.53
7.37
7.41

4
9.12
9.01
8.24
7.29

5
9.85
8.17
8.55
7.34

average
9.608
8.774
8
7.34

Table IV. Clustering Result in Terms of RI on SNAE2
Algorithms
SRC
NMF
HOPCM
PPHOCFS

1
0.83
0.79
0.87
0.91

2
0.69
0.81
0.84
0.92

3
0.70
0.79
0.89
0.87

4
0.77
0.76
0.81
0.90

5
0.74
0.85
0.76
0.91

average
0.746
0.8
0.834
0.902

Fig. 3. Running time on the NUS-WIDE data set.

Figure 3 and Figure 4 demonstrate that the growth of the data size increases the
running time of the two schemes, implying the influence of the data size on the performance of the two algorithms. However, the PPHOCFS clustering algorithm costs less
time than the HOCFS algorithm on the client, which indicates the proposed scheme
is more efficient than the HOCFS algorithm. When the data set is small, such as only
with 1/4 of the data set, the time cost of the proposed scheme is almost the same as
the running time taken by HOCFS. This is because most of the running time is spent
on the encryption/decryption operations. However, when the data set is large, such
as for the overall data set, the proposed scheme is much faster than the HOCFS algorithm. Specially, when running the two schemes on the overall data sets, the PPHOCFS
algorithm can save at least 40% running time, as shown in Figures 3 and 4. This observation implies that the proposed scheme is not only of high efficiency but also scalable
to multimedia big data.
Finally, we estimate the scalability performance of PPHOCFS in terms of the speedup
by running the scheme for clustering the two datasets on different cloud platforms
with 1 slave node, 5 slave nodes, 10 slave nodes, 15 slave nodes, and 20 slave nodes,
respectively.
Figure 5 shows that the execution time of PPHOCFS reduces gradually with the
growth of the number of slave nodes on the cloud. Such results imply that using more
cloud nodes can enhance the efficiency of the scheme. Specially, for the SNAE2 dataset,
the clustering efficiency of PPHOCFS was enhanced dramatically when adding the
slave nodes. Therefore, our scheme is highly scalable to multimedia big data clustering
since its performance is able to be further enhanced by using more cloud nodes.
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Fig. 4. Running time on the SNAE2 dataset.

Fig. 5. Running time on the SNAE2 dataset.

7. RELATED WORK

With the increasing amount of multimedia data generated in various applications, the
clustering techniques for multimedia data have aroused great interest in researchers.
Traditional multimedia clustering methods focus on a single type of multimedia
data, such as image clustering [Nasir 2015], text clustering [Song et al. 2015], and
video clustering [Cao et al. 2015].
Recently, some algorithms have proposed to co-cluster bi-type multimedia data. Early
works concatenate visual and textual features into a single vector for image-text coclustering. However, it did not produce desired clustering results since the concatenated features cannot represent the key features of multimedia data. Jiang and Tan
[2009] fuse visual and textual features of images and texts for clustering based on
vague transformation or Fusion adaptive resonance theory (ART). Another representative clustering algorithm for bi-type multimedia data is block value decomposition,
proposed by Long et al. [2006], which aims to find the block relationships of heterogeneous data by non-negative matrix tri-factorization. Generalized heterogeneous fusion
adaptive resonance theory (GHF-ART) clusters text-image data by a semi-supervised
heterogeneous data fusion [Meng et al. 2014].
Heterogeneous multimedia data clustering algorithms have been developed to address the problem of simultaneously multiple types of data for clustering. Typically,
these algorithms cluster multimedia data by finding the global optimal combination of all types of features. The unified similarity-calculating algorithm (SimFusion)
[Xi et al. 2005] is a representative algorithm for clustering multi-type multimedia
data, which are based on the relationship matrix of the objects. Consistent Bipartite Graph Co-partitioning (CBGC) and SRC are also leading algorithms proposed by
Gao et al. [2005] and Long et al. [2006], respectively, which decompose the high-order
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relationships of multimedia data into a set of pairwise relationships. Other clustering
techniques for clustering multimedia data include NMF [Xu et al. 2003], Combinatorial
Markov Random Fields (Comrafs) [Ron et al. 2006], and so on.
Although some achievements have been made in clustering multimedia data as
discussed earlier, current algorithms still have several drawbacks. Specially, most of
them are difficult to produce a good clustering result since they do not model the high
nonlinear correlations over multi-types of heterogeneous data. Furthermore, they are
usually of low efficiency due to their high-time complexity [Zhang et al. 2015].
In contrast to all previous methods, this article builds the tensor-based representation model for each multimedia object to cluster heterogenous data clustering. Furthermore, the article focuses on multimedia big data clustering. To do so, we use the
cloud computing to improve the clustering efficiency and employ the BGV encryption
scheme to protect the private data on the cloud, making the proposed scheme suitable
for large amounts of multimedia data clustering.
8. CONCLUSIONS

In this article, we propose an HOCFS algorithm by extending the traditional CFS
algorithm from the vector space to the tensor space for multimedia data clustering.
One property of the proposed algorithm is the use of the tensor distance for capturing
the complex relationships and distributions of multimedia data in the high-order tensor
space. Furthermore, to improve the efficiency of the HOCFS algorithm, we offloaded
the expensive computation tasks of the HOCFS algorithm to the cloud. The BGV
encryption scheme is applied to the HOCFS algorithm to protect the private data
during the computation on the cloud.
From the results, we can observe that: (1) the PPHOCFS algorithm can efficiently
cluster multimedia data by using the cloud computing without the disclosure of the
sensitive data; (2) the proposed PPHOCFS algorithm is still more efficient than the
HOCFS scheme, although it requires additional time to encrypt the data and decrypt
the results; and, (3) the performance of the PPHOCFS algorithm can be enhanced
by using more cloud nodes, implying that the proposed scheme can be scalable to
multimedia big data.
Since a large amount of dynamic data exists in multimedia datasets, we will study
the incremental version of the HOCFS algorithm to improve the clustering efficiency
further in our future work.
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