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Abstract. Nowadays, the security and privacy protection of Big Data have
faced with severe challenges, especially on cloud environment with insecure
channel. To address this issue, this paper proposes a security scheme of Big Data
identity (SSBDI) for cloud environment, which can guarantee the security of Big
Data transmission in the insecure channel. In SSBDI, ﬁrstly, linear congruential
generator (LCG) based encryption matrixes and Vigenère cipher are employed
to set the identity encryption by the client. After that, key bits are added to the
end of cipher text in the encryption process. Finally, cipher texts are decrypted
and computed in the cloud environment. Innovatively, each key bit can determine the encoding rule of one or more cipher text bits. Experimental results on
National Institute of Standards and Technology (NIST) test show that the proposed scheme can meet the randomness of the security requirements. More
important, with a very small amount of memory and CPU time cost, the scheme
can encrypt massive data, which is particularly signiﬁcant for Big Data identity
encryption.
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1 Introduction
Nowadays the development of social information and network leads to the explosive
growth of data. Meanwhile, the increasing popularity and development of data mining
technologies bring serious threat to the security of private information [1]. For
example, Health Insurance data include personal medical and drug information [2].
Similarly, the data of Social Network contain individual’s sensitive information such as
address and contact information. The leaking of these sensitive data may lead to
sharing of privacy information. Hence, the risk of security and privacy has been recognized as one of the key risks in Big Data [3, 4].
In fact, the meaning of Big Data security and privacy is more widely, and the threat
is not limited to personal privacy leakage. As for other information, in the storage,
processing, transmission and other processes Big Data are also facing various security
risks. Particularly, the Big Data security issues in cloud computing over insecure
channel are more challenging [5]. In the cloud computing, although the service provider controls the storage and operating environment of data, users still have some
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ways to protect data security, such as utilizing cryptography to achieve data security or
through a trusted computing environment to achieve safe operation [6, 7]. Therefore, a
variety of effective schemes have been developed to track this problem. Speciﬁcally,
existing security schemes can be categorized into two classes, namely weak-password
and strong-password. The weak-password [8, 9] generally utilizes public-key cryptographic in which veriﬁer tables are not required. Although weak-password schemes are
convenient for user login, they lead heavy computational load and memory consumption. In contrast, due to the utilization of simple encryption methods,
strong-password [10, 11] is feasible in computational load and memory consumption.
However, strong-password schemes suffer from guessing attacks.
To address the aforementioned problems, this paper proposes a security scheme of
Big Data identity for cloud environment over insecure channel. In practice, encryption
is an effective way to deal with Big Data security and privacy issues. Hence, in our
scheme, we ﬁrst map identity into a target hex. After that, LCG-based encryption
matrixes and Vigenère cipher are employed to set the identity encryption and decrypted
in the cloud environment. Furthermore, key bits are added to the end of cipher text in
the encryption process. Experimental results show that the cipher text generated by the
proposed scheme have good statistical properties and random characteristics. Moreover, our scheme can improve the efﬁciency and reduce the consumption of space when
encoding Big Data identity.
The contributions of the paper can be summarized as follows:
(1) By deﬁning a mapping, the bit length of cipher text is reduced, yet, randomness
and security of Big Data ID on cloud environment is greatly enhanced.
(2) By utilizing an innovation structure of adding the key bits to the encoding, SSBDI
is not necessary to verify that the cipher text is repeated. Therefore, the CPU time
cost is reduced effectively, which is particularly signiﬁcant for Big Data
encryption tasks.
(3) Different from previous security encryption schemes, which need data structure to
store or ensure the non-repeatability of the temporary ID. This paper utilizes the
combination of plaintext and key, so that it does not need to pre store the
encrypted codes. Meanwhile it can achieve directly output encoding, saving
memory consumption effectively.

2 Related Work
2.1

Vigenère Cipher

Vigenère cipher is proposed by Blaise de Vigenère. It uses the “one to many” corresponding rule, which means a plaintext letter can be substituted by multiple cipher text
letters. Speciﬁcally, it is a polyalphabetic substitution based on the Vigenère tableau
consisted of 26 Caesar tableaus. Different from other polyalphabetic ciphers, Vigenère
key stream does not depend on the plaintext characters, yet it depends only on the
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position of character in the plaintext [12]. The cipher blocks and encryption equation
are as follows:
Plaintext block: P ¼ p0 p1 p2 . . .pn1 ;
Keyword block: K ¼ k0 k1 k2 . . .kn1 ;
Cipher text block: C ¼ C0 C1 C2 . . .Cn1 ;
Encryption equation:
Ci ¼ Eðki ; pi Þ ¼ ðpi þ ki Þ mod 26

ð1Þ

pi ¼ E 1 ðCi ; ki ÞðCi  ki Þ mod 26

ð2Þ

Decryption equation:

Substitution rules of mono alphabetic in plaintext make use of 26 Caesar Ciphers
with shifts 0 to 25. The strength of such a cipher is that each of the characters in the
plaintext corresponds to a plurality of cipher text characters, and each cipher letter uses
a unique key character. Hence, the frequency information of the letter occurrence is
hidden.
2.2

Encryption Method for Big Data

Recently, security of cloud environment has received much attention from academia
[13]. Especially, Ding et al. [14] found that insider threats from cloud operators have
become an important concern for Big Data security. Therefore, a variety of methods
have been developed to track this problem. With regard to the problem of encryption
method for Big Data identity, aforementioned studies can be summarized as four types,
including the test selection method, extraction method, Linear Feedback Shift Register
(LFSR) method and interpolation polynomial method.
Generally speaking, test selection method utilizes some traditional methods,
including LCG, Hash function, ElGamal and so on. In the method, when two cipher
texts are stored, there will be an exception, which ensures the cipher texts are not
repeated. However, when half of the identities have been generated, the repetition rate
of cipher texts will be higher and higher, and the time complexity of the algorithm
increases exponentially. Similarity, the extraction method is proposed in [15]. The
method requires that all encryption results are generated and stored in advance.
Speciﬁcally, Peng [15] proposed a FWRF algorithm which makes each code extract a
different probability. However, for multi-bit encryption tasks, regardless of the use of
any optimization, optimized memory space is huge.
To encrypt the number on the basis of user’s seed, Mashhadi and Dehkordi [16]
proposed a LFSR based scheme, which encrypts a sequence of unique codes by
continually shifting the register and inserting the value of the feedback function into the
register. However, according to the test results in [17], the randomness of the encrypted
sequence is not strong enough to meet the security requirement. Furthermore, for ease
of veriﬁcation, by constructing a Lagrange polynomial, the author in [18] makes it
encrypt unique identity by passing given points and approximating a given curve.
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According to the test results in [19], it takes more than 20 min to construct a 400°
interpolation polynomial.
To the best of our knowledge, no prior studies considered the Vigenère cipher
encryption scheme for identity of Big Data.

3 Security Scheme for Big Data Identity (SSBDI)
Assuming that n-bit cipher text needs to be generated, n bits are divided in i identity
bits and j key bits. Each key bit corresponds to a tableau of cipher, which can determine
the encoding rules of one to more bits in identity. In addition, the key bits are added to
the cipher text to ensure that all cipher texts do not repeat, which is an innovative and
bold method.
3.1

Framework for SSBDI

The basic idea of data encryption is the use of different forms of information to
camouflage sensitive information, so that unauthorized persons cannot understand the
protected data. SSBDI is based on Vigenère cipher, which can meet the security
requirements of data anonymity and insecure channel, and is lightweight for terminal
users.
The process of framework for SSBDI is shown in Fig. 1, which not only protects
the anonymity of the data identity but also allows the user to autonomously update the
key matrix. In the following sections of this chapter, we will describe how to encrypt
Big Data identity in details.

Fig. 1. The process of framework for SSBDI

3.2

Keyword Design

Assuming that each key bit has m possible values, and a key bit can be used to
determine the encoding rule for one or more bits of cipher text. Furthermore, the more
key bits there are, the more random the encrypted after the encryption, which is more in
line with the distribution ﬁtting test and independence test.
If each bit of the key determines two bits in the cipher text bit, an encryption matrix
of m rows and 2 columns needs to be designed, and together they form matrixes A, B,
C, D 2 Rm2 . In the generation of the key bits, the elements of each column in the
encryption matrix are selected from the natural numbers 0 to m−1. Meanwhile, the
numbers in same column and row had better are not the same as far as possible, so as to
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ensure the randomness of the generated codes. The encryption matrixes are shown as
follows:
2

a0;0
6 .
A¼6
4 ..
am;0
c0;0
6 .
C¼6
4 ..
cm;0
2

3
2
b0;0
a0;1
6 .
.. 7
7
6
. 5 B ¼ 4 ..
bm;0
am;1
3
2
c0;1
d0;0
7
6
.. 7 D ¼ 6 ..
. 5
4 .
dm;0
cm;1

3
b0;1
.. 7
7
. 5
bm;1
3
d0;1
.. 7
7
. 5
dm;1

The key bits are generated by random functions in accordance with the above rules.
ki ¼ Ci ¼ Random ðmÞ

ð3Þ

Random (m) denotes that generate a random positive integer less than m. Speciﬁcally, we use LCG to generate random numbers in keyword block. The general form of
LCG is as follow:
Random ðmÞ ¼ ðaCi1 þ bÞ mod m

ð4Þ

where a and b are secret keys, which can be set or use compiler environment defaults.
After giving the initial value C0 , the random number is generated according to this
formula and further combined into a keyword block.
3.3

Big Data Identity Encryption Algorithm

We describe Big Data identity encryption algorithm for cloud environment in this
part. To reduce computation load and avoid the revealing of Big Data ID, we use the
Vigenère cipher technique to encrypt the identity in the client and then upload them to
the cloud environment. In Vigenère cipher, it is better to have the cipher text bits of the
same key bit not adjacent, which will appear to be more random. For example, the
correspondence is deﬁned as follows, ki encrypts p0 and p2 as well as ki þ 1 encrypts p1
and p3 and so on. According to the key bits and Vigenère cipher encoding rules, the
encryption process of Big Data identity is deﬁned as:
8
ðak;j=2 þ Pj Þ mod m if j mod 4 ¼ 0
>
>
< ðb
k;bj=2c þ Pj Þ mod m if j mod 4 ¼ 1
Cj ¼ EðPj Þ ¼
ðc
þ Pj Þ mod m if j mod 4 ¼ 2
>
k;j=2
>
:
ðdk;bj=2c þ Pj Þ mod m if j mod 4 ¼ 3

ð5Þ

where a, b, c, d denotes different encryption matrixes and Pj denotes bits of plaintext.
Speciﬁcally, Eq. 5 is only for four key bits and four encryption matrixes situation. The
ciphertext encryption scheme is outlined in Table 1.
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Table 1. Big data identity encryption algorithm

Fig. 2. The process of security scheme designed in this paper

As shown in Table 1, the plaintext is non-repetitive and key bits are added to the
end of cipher text. In addition, different key bits correspond to different encryption
matrix and plaintext ID is unique. Hence, the uniqueness of encrypted identity is easy
to prove.
Figure 2 shows the flow chart of the encryption process in the scheme. The addition
of the key bit guarantees the uniqueness of the temporary identity. The encryption
process is reversible. Hence, when decrypting in the cloud environment, after obtaining
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the encryption matrix, it can be decrypted with the inverse operation of Eq. 6. The
decryption process of Big Data identity is deﬁned as:
Pj ¼ E1 ðCj Þ

ð6Þ

The existence of the security scheme is not forged. Even if the attackers cracked the
encoding method and get the key bits, in the case of the encryption matrixes cannot be
obtained, the original Big Data ID is still safe. Considering that attackers guess the
encryption matrixes using the exhaustive method, matrixes require g ¼ 4  ðm  2Þm
guesses. If we set m is 36, g is about 2:92  1067 , which is still a huge amount for
computer. Therefore, the scheme proposed ensures the anonymity and security of Big
Data identity.

4 Experiment Evaluation
In order to analyze the performance of the scheme proposed in this paper, three groups
of experiments are conducted. In the ﬁrst experiment, the randomness of the temporary
ID encrypted is tested by NIST test in Ubuntu. The second experiment is conducted to
evaluate the time consumption of SSBDI compared with two other security encryption
methods in Ubuntu. Finally, in Windows OS, we evaluate the performance of SSBDI in
terms of memory cost.
4.1

Stochastic Analysis

According to the random coding test method proposed by NIST 800-22, in this section,
we have tested the encrypted codes of the proposed scheme comprehensively. After
each test of the random binary subsequence, a P-value is generated, if the P-value is
greater than the level of signiﬁcance 0.01, then unique ID codes are determined by the
test.
In order to ensure the randomness of sequences, we use a 4-bit plaintext with 4-bit
keyword encoding rule in the test, and then generated codes is converted to binary
subsequences. Since the converted binary subsequence lengths are not the same, we
only intercept the last 25 bits of each binary subsequence, which is allowed in the NIST
test. Afterwards, a total of 100000 random codes are generated in this experiment,
which consisted of 2500000 binary subsequences. The test results are presented in
Table 2.
It can be seen from Table 2 that the proposed method has a P-value greater than
0.01 in all 16 tests, better than the other two methods, which means that the method
passes all NIST tests. Hence, SSBDI already has the randomness and unpredictability
to meet the security requirements.
4.2

CPU Time Analysis

In the ID-based encrypted scheme, the main time cost is the stored procedure. As has
been analyzed in related work, to encrypt Big Data, the feasibility of the extraction
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Table 2. Results tested by NIST 800-22. Checkmark denotes the method pass the test. Cross
mark denotes the method do not pass the test.
Statistical Test
P-value of SSBDI SSBDI
Frequency
0.860433
✓
Block frequency (m = 128)
0.953472
✓
Cusum-forward
0.687365
✓
Cusum-reverse
0.848333
✓
Runs
0.410956
✓
Long runs of ones
0.012516
✓
Rank
0.015008
✓
Spectral DFT
0.163646
✓
Non-overlapping templates (m = 9) 0.411217
✓
Overlapping templates (m = 9)
0.776836
✓
Universal
0.942632
✓
Approximate entropy (m = 10)
0.271404
✓
Random excursions
0.908587
✓
Random excursions variant
0.392215
✓
Linear complexity (M = 500)
0.330578
✓
Serial (m = 16)
0.227058
✓

LFSR
✓
✓
✓
✓
✓
✕
✓
✓
✕
✕
✕
✕
✕
✕
✓
✕

LCG
✓
✓
✓
✓
✓
✕
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓

method and interpolation polynomial method are very low. We take the selection
method based on LCG, LFSR and SSBDI as an example, and test the time of
encrypting ﬁxed amount of Big Data identity. In the test, we use an 8-bit cipher text
with 4-bit keyword encryption rule in SSBDI and the amount of cipher text is millions.
Test results are shown in Fig. 3.

Fig. 3. CPU time analysis result
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It can be seen from Fig. 3 that, in the millions of data encryption test, compared
with LCG method and LFSR method, SSBDI can encrypt data in much less CPU time,
which becomes more obvious as the number of data increases. The CPU time curve of
our scheme is nearly linear.
4.3

Memory Analysis

In this section, we evaluate the performance of SSBDI in terms of memory cost. In the
test, LCG and LFSR are chosen to compare with SSBDI. Speciﬁcally, the result of
memory cost is based on Memory (dedicated working set) in Windows Task Manager.
First, we perform all three methods to encode 10 million 12-bits random codes. We
choose 12-bit coding because it can ensure that the number of bits is enough and is
conducive to the SSBDI key distribution. Afterwards, the methods are kept holding on
for recording the memory cost. Finally, we close the methods and the Memory (dedicated working set) is initial memory cost of scheme.
Table 3 shows initial memory cost and the memory cost after running of SSBDI,
LCG and LFSR. As shown in Table 3, the initial memory cost of the three methods is
very close. However, after encrypting 10 million codes, our scheme SSBDI achieves
lower memory cost than the others. Specially, it is about 20% lower than LFSR and
99% lower than LCG. Hence, our method can encrypt large amounts of data identity
with only a small amount of memory.
Table 3. Memory cost (dedicated working set) of three schemes
Generator
SSBDI
LCG
LFSR

Initial memory cost 10 million data memory cost
3396 KB
5528 KB
3432 KB
637692 KB
3364 KB
6920 KB

5 Conclusion
Encryption is an effective way to deal with Big Data security and privacy issues.
Therefore, in this paper, we proposed a security scheme of Big Data identity for cloud
environment based on Vigenère cipher, namely, SSBDI, which addresses the problem
that how to encrypt Big Data ID over an insecure channel safely and efﬁciently.
In SSBDI, the encryption operations are performed by the client while cipher texts are
decrypted in the cloud environment. Compared to some previous schemes, the proposed scheme is random enough and reached ﬁrst place in CPU time and memory
consumption. Due to the diversity of the rules in different regions, the scheme is
scalable enough to adjust the coding structure according to the actual amount
requirements. This allows us to apply the scheme to cloud environment with insecure
channel. Our future work involves reducing system load and enhancing authentication
security, so that the scheme can be applied to mobile devices.
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