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great progress in those ﬁelds, especially natural language
processing. For example, lattice-structured LSTM model for
Chinese NER achieves state of the art results on the problem of
Chinese named entity recognition [3]. Another typical example
is the multi-topic-aware LSTM network for essay generation.
Compared to various baselines, this model can achieve better
BLEU score. More importantly, this model can be able to write
coherent essay that is closely related to given theme [4]. That
progress indicates a potential solution for law big data feature
learning.
However, deep learning cannot be directly used to learn
the multi-layer representations of the law big data, due to
the privacy information of those data. In detail, the big data
of the law domain are different with others, which contain a
large number of privacy information of people, such as name,
age, family member, home address and phone number. The
deep learning models that are trained by the stochastic gradient
descent (SGD) algorithm on enough training data can capture
both the public knowledge and privacy knowledge, which
results in the dangerous disclosure of personal information
[5]. The disclosure of the privacy poses serious problems on
the deep learning for law big data feature learning[6,7,8,9].
Recently, some privacy-preserving deep learning models
are proposed to capture the hidden knowledge pattern of the
personal data without revealing the privacy information, which
provide a potential solution to the privacy protection in the
knowledge discovery. Thus, we reviewed the typical privacypreserving deep learning methods for the feature learning
of the law big data. In detail, we brieﬂy introduced the
basic concepts of deep learning in terms of the forward
computing and backpropagation computing, which contribute
to the understanding of subsequent privacy-preserving deep
models. Also, the foundations of the privacy leakage are introduced as preliminaries. Then, we presented the representative
privacy-preserving deep learning models which fall in three
groups, i.e., classical cryptography approach, homomorphic
encryption, and differential privacy. Finally, we concluded this
survey by discussing the advantages and disadvantages of
those privacy-preserving deep learning models and pointing
out the future trend.
The rest part of this paper is organized as follow: We
introduced the related knowledge of deep learning and the different ways of privacy leakage in Section II. Secondly, Section
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I. I NTRODUCTION
With the wide deployment of emerging technologies, such
as Internet of Things and social network, a great number of
data are being gathering at an unprecedented speed. Those
data contain much valuable knowledge that can assist people
to make a decision. For example, the company manger can
use the market data to select the products to produce, which
generate more proﬁt. However, the increasing amount of
the collected data pose vast challenges on the traditional
knowledge extraction method. To alleviate those challenges,
many researchers explore the combination of big data and
machine learning in various applications, such as business pattern recognition, intelligent medicine, and smart transportation
[1]. And those combinations make outstanding achievements.
Thus, the machine learning-based methods make the computer
system be as professional as experts of certain domain by
being fed on a great quantity of corresponding data. And they
can be an effective approach to capture valuable knowledge
pattern in big data.
Deep learning, as a branch of machine learning, has been
widely used to learn the hierarchical representation of the
intrinsic knowledge patterns. Also, it is usually used as the
foundation of data mining method for big data. With the
well-designed learning graph, deep learning can model the
nonlinear distribution over the training data based the supervised/unsupervised learning method. It has already been in
a lot of ﬁelds, such as speech processing, natural language
understanding and computer vision [2]. Deep learning makes
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III presents three groups of privacy-preserving deep learning
models in terms of strategy, architecture, and characteristic.
Section IV concludes our work.
II. D EEP LEARNING
Deep learning, as an outstanding model of machine learning,
learns the hierarchical representations of big data. It is composed of the network architecture and the training algorithm.
With the help of the training algorithm, the trainable parameters of deep learning models can converge to a sub-stable set.
In other words, the results of the deep learning models are presented as the loss between data labels and the corresponding
predicted labels, the training algorithm minimizes the loss by
the backpropagation of the gradient of parameters. Due to the
calculation of the loss in which the real labels of data are used,
deep learning belongs to the supervised learning algorithm
that needs the extra corresponding real result categories of the
input samples, compared to the unsupervised learning which
only needs the input data.

Fig. 1. A fully connected neural network with two hidden layers. The input
vector has three dimensions and the output vector has two dimensions. Black
nodes represent the bias nodes which output 1 forever. The matrices Wk
contain the weights used for forward computation of layer k.

cannot satisfy the condition, the backpropagation computation
executes several times to minimize the loss. In other word, the
parameters of the network are adjusted towards the negative
direction of the corresponding gradient of the loss function.
The rest of the training algorithm are the activation function
and the loss function. The activation function is involved in
both the forward computation and the backpropagation computation. There are several representative activation functions,
such as Sigmoid and Rectiﬁed Linear Unit, and other improved
types of them like Parametric Rectiﬁed Linear Unit [10].
The loss function is only involved in the backpropagation
computation. The representative loss functions are the mean
square error function and cross entropy loss function.

A. The network architecture of deep neural network
Deep neural network is constituted by an input layer, an
output layer, and some hidden layers with the nonlinear
function. Typically, each layer of the network architecture
varies in the number of nodes. In detail, the number of the
input layer nodes is same with the dimension of the data, the
number of the output layer nodes is same with the dimension
of the label, and the number of the hidden layer nodes depends
on the need.
The nodes of different layers are connected by the links
with a weight parameter that measures the importance of the
activation of node of the previous layer. There are three types
of links. The direct link connects nodes of neighboring layers.
The cross-layer link is built between nodes of non-adjacent
layers. The self-join link is built on the node. Due to the type
of the links between layers, there are several kinds of deep
learning models such as Recurrent Neural Network (RNN),
Recursive Neural Network, Long Short Term Memory (LSTM)
network, Residual Network (ResNet), Generative Adversarial
Networks (GAN).
For example, there is a fully connected neural network, the
simplest deep neural network, in Fig. 1. As shown in the
Fig.1, each node is connected to all the nodes of the next
layer (except bias node of the next layer). That is why it is
named with fully connected.

C. Distributed deep learning and privacy leakage ways
Distributed deep learning, also known as collaborative deep
learning, applies the client-server architecture for learning in
distributed environment. In that architecture, clients often own
their own data and only exchange information with the server
or a group of servers. Based on the types of exchanged
information between clients and the server, we can divide
distributed deep learning models into two groups: models
which exchange data and models which exchange gradients
needed. Fig. 2 shows the architectures of distributed deep
learning models which exchange different information.
In distributed deep learning models, there are some factors
which may result in the leakage of privacy of clients. Obviously, the type of the exchanged information matters. In models
that exchange data, the exchanged data must be encrypted. If
not, leakage can happen easily because there is no protective
measure of privacy and any eavesdropper can get the data,
meanwhile, getting the privacy. But in models that exchange
gradients needed, eavesdropper can only get gradients and it
is hard to steal the privacy. And there exists a privacy/utility
tradeoff.
Besides the type of the exchanged information that will
be ﬁxed in a given deep learning model, there exist other
factors which decide whether privacy leakage happen or
not. They are mainly the role of malicious adversary and
the current phase. On the one hand, as showed in Fig. 2,

B. Training algorithm of deep neural network
The training algorithm of deep neural network is composed
of the forward computation and the backpropagation computation. In the forward computation, the inputs are fed into the
network, the activations of each hidden layer are computed,
and the network outputs the results of the corresponding
inputs.
The backpropagation computation starts by the computing
of the network loss that measures the distance between the
data label and its predicted label. If the loss of the network
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Fig. 2. Architectures of distributed deep learning models which exchange different information. (a) Architecture of models that exchange data. In training
phase, data are often encrypted and sent from clients, then the server constructs the global model based on full data. In prediction phase, input data come
from clients and the predicted results return from the server. (b) Architecture of models that exchange gradients needed. In training phase, clients construct
their local models based on their own data, and the gradients needed for updating model are exchanged between clients and the server bidirectionally. In
prediction phase, clients can predict independently or ask the server to predict.

the actions of deep learning models are different between
training phase and prediction phase. So obviously, different
phase can result in privacy leakage differently. On the other
hand, the role of malicious adversary in the architecture also
matters whether privacy will be disclosed or not and the
degree of privacy disclosure if it happen. The word ”malicious
adversary” includes honest but curious clients and the server
in our opinion. Because they make the privacy of a client
appear at some place which the owner has no idea in reality.
Although they obey the rules of model, the hidden privacy
may always be exposed to attackers ﬁnally. For example,
based on the Global Positioning System (GPS) information
of the ﬁtness tracker of users, Strava drew a worldwide user
trajectory heat map, and humorously, people can ﬁnd out some
sensitive and secret military bases of US with their outline
in the heat map, maybe it is because US soldiers in those
bases usually ran around them [11]. Due to the client-server
architecture, malicious adversary who plays the role of the
server can get privacy of clients more easily than who plays
a role of client. But even as a client in gradient exchange
architecture, malicious adversary can also inveigle victims into
releasing more sensitive information through generating false
information by GAN and disturbing model training to infer
labels it does not have [12]. Obviously, when the server and
some clients work together to get the privacy of a client, they
will succeed more easily than when the malicious adversary
is only the server or a client.

data with an encryption algorithm and a secret key before
we send them, it will be more difﬁcult to disclose the privacy.
Encryption algorithm can be chosen according to need and the
secret keys can be appointed by two sides before information
exchanging. Then under the protection of cryptography the
communication between two sides will start on the base of
encrypted data. However, whenever we use the data sent from
the other side we need to decrypt it ﬁrst, and the process of
encrypting and decrypting also need time which should be not
neglected especially when the data scale is very large. To deal
with this problem, some research achievements come up.
Reference [13] proposes the millionaire problem and puts
forward secure multiparty computing for it. This problem wonders which one is richer of two millionaires and asks to keep
any other wealth information secret. The secure multiparty
computing will compute correctly and protect the input values
from leakage. However, secure multiparty computing is not
very good in training deep learning models owing to the large
cost of computing nonlinear activation function.
Reference [14] uses the secure two-party computation (2PC)
to achieve the privacy-preserving goal. It assumes that the two
servers are non-colluding, so that clients can distribute their
private data to the two servers trustingly because single server
cannot get the whole data. And based on the joint data, they
train respective models with 2PC. The experiments validate the
proposed protocols are faster than the best implementations at
that time, in terms of linear and logistic regressions.
Reference [15] presents DeepSecure and claims it is the ﬁrst
framework which makes analysis for distributed deep learning
exact and scalable. At the same time, it does not divulge
privacy for efﬁciency. DeepSecure uses Yaos Garbled Circuit
(GC) protocol for secure deep learning computation. This
framework provides the ﬁrst GC-optimized implementation
of Tanh and Sigmoid functions, which is required for deep
learning with optimization of Yao’s GC protocol. To avoid
unnecessary computation/communication in the executive process of Yaos GC protocol, DeepSecure introduces data and network preprocessing, utilizing data granularity and parallelism
of deep learning. As a result of preprocessing, the conceptual

III. P RIVACY- PRESERVING DEEP LEARNING MODELS
To preserve privacy in distributed deep learning, some
research achievements are proposed. Relatively, they can be
divided into three main groups according to their different
lines of thinking which are classical cryptography approach,
homomorphic encryption, and differential privacy.
A. Classical cryptography approach
The most natural idea of preserving privacy is through
cryptography which means encrypting and decrypting. For
example, in training phase of Fig. 2 (a), if we encrypt the
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Fortunately, homomorphism meets the above requirements. It
means that there exists a transformation of the original set to
the destination set which can preserve the operations among
the original set’s elements in the destination set. So if we
can ﬁnd a homomorphic encryption algorithm which keeps
message space structure invariable, we can operate certain
operations on ciphertext directly in truth.
Along the idea of homomorphic encryption, fully homomorphic encryption is proposed in [19]. It has the function
of processing encrypted data and allows arbitrarily many
operations. Clients encrypt local data with public keys, then
send the ciphertext to the server. Based on fully homomorphic
encryption, most of operations about learning are performed
in the server and encrypted results are returned. During the
whole process, the server does not need to encrypt or decrypt,
knowing nothing about the content and privacy. The model
in server is also hidden to clients all the time. Microsoft
researchers propose a framework called Cryptonets in [20,21],
which combines simpliﬁcations of neural network with fully
homomorphic encryption for both efﬁciency and security.
When there are few nonlinear layers, its efﬁciency and accuracy are demonstrated, but unfortunately for deeper neural
networks it becomes ineffective. Reference [22] addresses
this problem successfully by combining Cryptonets with the
batch normalization principle [23]. Experiment on a network
of 6 nonlinear layers validates its soundness. It improves
Cryptonets signiﬁcantly.
Reference [24] proposes two schemes for secure deep learning on cloud environment. Basic scheme utilizes multi-key
fully homomorphic encryption. Data owners send encrypted
data, then on joint data cloud server calculates, the result
is returned next. Finally, a secure multiparty computation is
performed for results. Using hybrid structure, the advanced
scheme combines fully homomorphic encryption with double
decryption mechanism (BCP scheme), so the interactions
among data owners are further avoided. It keeps computation/communication cost of data owners minimal. However,
what should be mentioned is that reference [24] assumes every
participant is honest but curious. POCC scheme is proposed
in [25], which allows data owners to outsource ciphertext.
And the privacy in sensitive data is protected by proxy fully
homomorphic encryption.
Reference [26] designs secure back propagation algorithm,
utilizing the fully homomorphic encryption. Since the exponentiation and division operations of activation function on
ciphertext are not supported by BGV scheme, its activation
function is approximated as polynomial expression without
those operations according to Maclaurin formula. Executing
expensive operations on cloud server improves its efﬁciency.
Experiments demonstrate that compared to classical stacked
auto-encoder, it performs more expeditiously. Reference [27]
utilizes similar thought on big data feature learning. It approximates Sigmoid function with Taylor theorem and ofﬂoads
operations on data encrypted by BGV scheme to cloud. Experiments on data sets including classical classiﬁcation mission
and real mission in smart city demonstrate its effectiveness.

validation assessments of different deep learning bench marks
show that progress can be up to two orders of magnitude.
Compared to best privacy-preserving deep learning solution
at that time, the throughput of each sample of hierarchical
nonlinear GC-optimized implementation is more than ﬁfty
eight times higher.
With the progress of cloud computing, new methods which
combine classical cryptography approach with cloud computing are proposed. Reference [16] proposes PDLM, based on
a fact that a lot of collected data are stored and computed
on untrusted cloud platforms where privacy leakage is easy to
happen. The main reason for this fact is space and computation
speed. So PDLM is designed to use cloud for computing and
prevent leakage at the same time. A public key crypto system
with distributed two trapdoors is utilized in PDLM to protect
privacy from being revealed. Many clients encrypt data with
their keys and contribute ciphertext to the server called service
providers (SPs), then SPs send the multi-key encrypted data
set to cloud. When it gets the data set encrypted by multiple
keys, the cloud server transforms the encrypted data set with
all keys’ product. With this transformed ciphertext, traditional
arithmetic operations can be done to learn parameters. Using
the effective privacy-preserving computation toolkit for forward and back propagation procedure, PDLM can train models
based on SGD. Both theoretical analysis and experiments show
that PDLM can train models well and protect privacy in the
meantime.
In consideration of the cost of traditional crypto and access
control models which are used for protection, especially in
resource constrained environment, having a wise use of the
resource is equally important with preserving privacy sometimes. In [17], the game theory is introduced into deep learning
within adversarial scenarios, modeling the interactions among
roles and determining whether the actions of supporting security enhancements should be put into operation. The most
important idea is to start or stop the security mechanism wisely
according to need. For that aim, utilizing game theory for
modeling the interactions between global module and each
local modules is necessary. And the evaluation of the quality
of the decision rules is obtained by simulations.
B. Homomorphic encryption
To deal with the time and computation cost of encrypting
and decrypting needed in the server, homomorphic encryption
is proposed in [18]. In the server of classical cryptography
approach, the arriving encrypted data need to be decrypted,
operated, encrypted in turn. If the operation is nothing, the
encrypted data are decrypted and encrypted successively. It
is like nothing happened. Obviously, in a sense, encryption
or decryption is the inverse function of another. If they meet,
there is no doubt that the result of them will become an identity
function and the computation including only one operation will
be easy. But the operation separates them and the order cannot
be changed usually. So changing the order, in other words,
swapping the location of the operation with that of encryption
or decryption, means the saving of time and computation cost.
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is created, deleted, or changed, if the probability statistical
distribution of the replies given by that random mechanism
does not have an observable change, the condition of differential privacy is satisﬁed. At that case, identifying individual
data item is proved to be mathematically impossible. So a
malicious adversary cannot tell whether particular data item is
in the target data set or not because of the existence of noise.
Differential privacy has become the actual measuring method
of preserving privacy and is used by many researchers in the
late years.
In famous [37], based on the fact that the process of SGD
optimization algorithms can be parallel and asynchronous,
collaborative deep learning is presented. Based on differential
privacy, users exchange partial important parameters of models
selectively in training phase and beneﬁt by models of other
users. This way boosts the accuracy and offers a utility/privacy
tradeoff.
Reference [42] proposes modiﬁed differential privacy and
by which three approaches about building privacy-preserving
deep neural networks are proposed. Reference [43] develops
a new approach about preserving differential privacy in deep
neural networks. Reference [44] enables trainers to get a Naive
Bayes classiﬁer on the data set contributed by data owners
based on differential privacy and does not need a trusted
curator. Reference [45] applies DD-PKE for encrypting, and
combines differential privacy to protect privacy from leakage.
This paper combines classical cryptography approach and
differential privacy together. Differential privacy is also used
in [46,47,48] to protect privacy in convolutional deep belief
networks [46], clinical data [47], irregular participants [48].

More importantly, this model is suited to big data especially.
Because the more cloud servers there are, the more scalable it
is. Compared to classical deep computation model, the training
efﬁciency of that scheme is increased by about two and a half
times, using cloud computing including ten nodes. Reference
[28] proposes PPDPDCM. There is a breakthrough discovery
of neuroscience that expressing potential characteristic information in the form of interactions between various nonlinear
subspaces, we can capture the potential correlation between
multiple modes. Inspired by that, abandoning the hidden layers, PPDPDCM utilizes the same number of double-projection
layers instead. This kind of layer projects its input into two
different subspaces. Reference [29] utilizes BGV scheme as
protection of private data. In this paper, facing to the same
problem that exponentiation/division is not supported, multivariable Taylor technique is used to transform the function
for updating membership matrix into polynomial one without
them, instead of Taylor technique. Reference [30] develops
a theoretic basis of combining the low-order polynomials
to approximate the activation functions, avoiding limitations
of the homomorphic encryption scheme. An approximation
generation method is provided according to the Chebyshev
polynomials. Technologies of approximating are discussed and
applied in CNN in [31,32].
Reference [33] proposes fully privacy-preserving multiparty
framework. This paper introduces the concept of veriﬁability.
It means that if a model is veriﬁable, participants can verify
whether the result returned by that model is correct or not
expeditiously. In addition, the veriﬁability of proposed framework against a malicious adversary is proven. It utilizes only
the effective cryptographical means including Difﬁe-Hellman
algorithm, ElGamal algorithm and aggregate signature, rather
than disruption approach which will be mentioned next, so
that it has provable security and manageable efﬁciency. And
compared to the model which is centralized and may violate
privacy, it has the same accuracy. Reference [34] presents
2P-DNN, using the Paillier homomorphic cryptosystem [35].
This model can fulﬁll the machine leaning task in ciphertext
domain. Reference [36] shows that even sharing gradients
partially like what is proposed in [37] may result in the leakage
of privacy, so this paper introduces a method which applies
additively homomorphic encryption for preserving the privacy
within gradients from leakage resulted by malicious adversary.
Additionally compared to [37], it will not decline its accuracy. In [38], to present improvement in latency and enable
inference on wider networks, two approaches to solve the
limitations on the width and depth (accuracy) of homomorphic
encryption are proposed.

IV. C ONCLUSION
In this review, we presented some representative privacypreserving deep learning models to provide a potential method
to discover hidden knowledge patterns without revealing personal information in law big data. Specially, we introduced
the basic concepts of deep learning and privacy leakage.
Then, we introduced the privacy protection methods and the
corresponding representative privacy-preserving deep learning
models grouped by the privacy protection methods. All of
these methods have their own advantages and disadvantages.
The classical cryptography approach and homomorphic encryption can well protect the privacy of learning data and
achieve good performance in knowledge extraction at the
cost of high communication and computation. The differential
privacy approach cannot yield the same performance with the
classical cryptography approach and homomorphic encryption
in terms of the protection of privacy, but it can ensure the learning efﬁciency. The tradeoff between privacy protection and
learning efﬁciency decides which privacy-preserving method is
used. And the future trend of privacy-preserving deep learning
models may be the combination of these three methods.

C. Differential privacy
As far as we know, C. Dwork is the ﬁrst person who
proposes the concept of differential privacy [39,40,41] which
adds stochastic noise to statistics summary computed on raw
sensitive data. In other word, if someone who wants to analyze
the replies makes database queries, random mechanism will
inject noise into the replies. And whenever any piece of data
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