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Abstract:

this paper describes a dynamic authentication (AuthN) and authorization (AuthZ)
(DAA) scheme based upon a virtual identity concept, as defined in the EU IST
integration project Daidalos, in order to protect users’ privacy and the integrity of
their personal information. For multiple inter-domains, the federation concept is introduced, which states the trust relationship among different domains at different levels.
A common framework to coordinate AuthN, AuthZ and users’ personal information
across different domains is established. The AuthN and AuthZ processes are clearly
separated and implemented via SSO (Single Sign On). The Diameter protocol is
used to exchange SAML assertions and AuthZ policy statements across domains
and different AAA (AuthN, AuthZ and Accounting) solutions to realize service
grouping management. A bootstrapping approach is used to ensure security of users’
personal information
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1.

INTRODUCTION

Before a user can access services in a foreign administrative domain, the user has
to first register with his home domain via the visited administrative domain. In a
user registration process, the A4C (AAA, Auditing and Charging) infrastructure
must be able to identify and authenticate the user, ie, determining which SLA,
account, and profile are involved. It is not only the provider’s needs that must be
met in this process, but the user also has to authenticate with the provider to whom
he is registering. Therefore, mutual AuthN is required in the registration process.
Furthermore, AuthN in general has several security requirements. These include
protection against replay attacks, confidentiality and resistance against man-in-themiddle attacks.
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AuthZ defines the process of verifying an object’s permission to perform a
particular action or not. Two different mechanism classes exist for this: (1) AuthNbased schemes require, as a precondition, object AuthN, which is utilized to check,
via Access Control Lists (ACL), whether this identified object is allowed to perform
the requested action(s). (2) Credential-based schemes, which apply credentials with
trustworthy information provided by the algorithm performing the AuthZ process.
AuthZ depends upon service specific attributes e.g. QoS service class and user
specific attributes such as name, age, etc. Depending on the type of AuthZ, different
credentials are submitted by the terminal client. Credential management is part
of the AuthZ services as managed by A4C including creating and modifying
credentials.
When a handover decision is made by a mobile terminal according to the received
signal strength, the mobile terminal provides some credentials, which will be transferred to the new inter-domain access router (AR) using a handover context transfer
protocol. The new AR delivers these credentials to the new inter-domain A4C server
which then forwards them to the home A4C server using the Diameter protocol.
The home A4C checks the credentials and sends back the results to the new interdomain A4C and then the new AR. If all credentials are successfully verified, the
service will be continued, otherwise the service will be denied and re-AuthN and
re-AuthZ are necessary.
Based on the SSO principle, this paper introduces a DAA scenario within
federated domains, which is bound to a user and his administrative identity
management [7,9]. The state of being authenticated or registered must be bound
to a certain lifetime. The length of this lifetime must be configurable and can
depend on various factors including billing options. Simultaneously, in order to
protect a user’s privacy and to secure communication data, a new identity, the
Virtual Identity, VID, has been introduced in the EU IST integration project
Daidalos [4,7]. Correspondingly, a VID identifier in terms of VIDID, has been
designed.
In the access network, the proposed AuthN and AuthZ consists of two phrases:
a) in the access network phrase, i.e., from terminal to network access server
(NAS), PANA with EAP is used to implement the functionality; b) in the second
phrase, i.e., from NAS to home A4C server, the Diameter protocol is applied
to deliver the user’s AuthN and AuthZ AVPs including SAML assertions. When
handover occurs, the VID along with its credentials will be transferred to the new
domain. The VIDID and ID-Token will be verified by the home A4C via the
foreign A4C. All ID-Tokens will be automatically authenticated by the home AAA
server [8,10].
The rest of this paper is structured as follows. Section 2 summarizes the current
related standard works. Two key concepts and a scenario of AuthN and AuthZ
are described in section 3. Some privacy and security considerations are stated in
section 4. Section 5 describes mobility related issues in relation to DAA. The last
section 6 summarizes this paper.
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RELATED STANDARD WORKS
3GPP

3GPP has defined the Generic AuthN Architecture (GAA), which offers a
mechanism to provide a shared secret plus certificates to two communicating
entities for mobile applications. GAA is based on GSM and UMTS AuthN and key
agreement protocols [2].
The 3GPP AuthN infrastructure, including the 3GPP AuthN Centre (AuC), the
USIM (Universal Subscriber Identity Module) or the ISIM (IMS Subscriber Identity
Module) and the 3GPP AKA (AuthN and Key Agreement) protocol running between
them, is a very valuable asset to 3GPP operators. It has been recognized that this
infrastructure could be leveraged to enable application functions in the network
and on the user side to establish shared keys. Therefore, 3GPP can provide ‘application security bootstrapping’ to authenticate the subscriber by defining a Generic
Bootstrapping Architecture (GBA) based on the AKA protocol [3]. The subscriber
certificates support services whose provision assists mobile operators, as well as
services that mobile operators provide. In GBA, a generic Bootstrapping Server
Function (BSF) and the UE (User Equipment) shall mutually authenticate using the
AKA protocol and agree on session keys that are afterwards applied between UE
and a Network Application Function (NAF). The BSF shall restrict the applicability of the key material to a specific NAF by using the key derivation procedure.
GBA bootstrapping procedures shall be modified so that in addition to GBA related
information, Liberty related information (e.g. AuthN assertions or artifacts) is also
carried over the Ub (an interface between the UE and the BSF) reference point [3].
2.2.

TISPAN NGN

TISPAN (Telecommunications and Internet converged Services and Protocols for
Advanced Networking) defines the Network Attachment Subsystem (NASS) to
maintain information about IP-connectivity associated with user equipment connect
to TISPAN networks in NGN (Next Generation Networks). This provides registration at access level and initialization of UE for accessing the TISPAN NGN
services. The NASS provides network level identification and AuthN, manages
the IP address space of the access network and authenticates access sessions. The
NASS also announces the contact point of the TISPAN NGN Service/Applications
Subsystems to the UE. Network attachment through NASS is based on implicit or
explicit user identity and AuthN credentials stored in the NASS [1].
Access network level registration involves access AuthN which are AuthN and
AuthZ procedures between the UE and the NASS to control access to the access
network. Two AuthN types are considered for access networks: implicit AuthN and
explicit AuthN.
Explicit AuthN is an AuthN procedure that is explicitly conducted between the
UE and the NASS using a signalling procedure. Implicit AuthN does not require the
NASS to explicitly conduct an AuthN procedure directly with the UE. However,
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the NASS performs the implicit AuthN based on identification of the L2 connection
that the UE is connected to. It is a matter of operator policy whether implicit AuthN
or explicit AuthN is applied.
There shall be mutual AuthN between the UE and the NASS during access
network level registration. Both implicit and explicit AuthN may be used independently as the network level access AuthN mechanism, notwithstanding the fact
that implicit AuthN may be a consequence of explicit AuthN (e.g., the implicit
line AuthN used together with an explicit method such as PPP in xDSL access).
AuthN between users/subscribers and application/service providers shall be explicit
or implicit (based on trust/security assertions).
2.3.

ITU NGN

NGN shall support selective AuthZ of attribute information (e.g., identity lifetime)
by an attribute provider and allow separate identification, AuthN and AuthZ of
users and terminal equipment. NGN shall also support a dynamic binding of user
identity and terminal equipment (identity) and allow the association of a user identity
to support multiple terminal equipment (identities) for certain services. A service
provider may allow a user to access a service from multiple terminals in parallel
using the same public and private user identity [6].
The considerations of these standards works are incomplete and are unable to
protect users’ privacy and personal information or to establish reliable trust relationships. The proposed VID concept with its related scenario copes better with these
goals and details will be given in the following sections.
3.

DAA SCENARIO IN DAIDALOS

In a Daidalos infrastructure domain, a funtional module, the ID broker, is designed
to manage VIDs. A VID is a table to describe the authorized service in terms of
EPP (Entity Part Profile), consisting of a service EPP and a context EPP. When
a VID is created by the ID broker, a corresponding credential is produced. At the
same time, a VID wallet is also proposed as a complementary service to the VID
framework to provide a means to store and organize the user’s avatar in a Daidalos
scenario [5].
In all cases, either the user inputs his VIDID with its credential, or selects them
from a VID wallet perhaps stored in a device, such as a USB stick, to be verified
by the A4C and ID broker. In Daidalos, a bootstrapping process is used to provide
access to the network, to register a VID/user in a network through AuthN and
AuthZ and to provide access to network resources in the name of the VID user. The
bootstrapping process is a sequence of events exchanged between the mobile device
and the network and the associated state information maintained in the mobile
device and network, which takes place after the terminal is powered-up. Within
federated domains, a user can access the services according to the EPPs listed in
the VID on the ID broker, providing VIDID verification was successful.
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VID

Using a VID, a user can split his/her overall trace into smaller traces left in the
system by using different virtual identities. A virtual identity can be considered as
a pseudonym together with the data, which can be linked to this pseudonym, e.g.,
a pseudonym together with the location which may be seen in the context of this
pseudonym. In Daidalos, a user can choose the virtual identity he/she wants to use
to authenticate and register for services [5].
When the user signs a contract, an identity under which the contract and the
respective profiles and rights are defined is issued. This identity, called the Registration Identity (RegID), holds the information necessary for charging its owner,
and can be seen as the system representation of the contract signatory. The VIDs
are always related to a RegID and can share all or none of the RegID’s attributes.
As such, they are privacy-enabled and possibly anonymous representations of the
RegID. The following key assumptions for identities are defined [12]: 1) Each
operator assigns one RegID to each customer; 2) Services are accessed only with
VIDs; 3) Only operator’s A4C subsystems are allowed to map the VID to the
RegID; 4) Each RegID should be associated with a key pair, such as RSA, issued
by the operator. This can be used for signing the credentials; 5) Each VID can be
associated with a key pair issued KDC; 6) SSO over multiple operator domains
will require either a globally defined name space guaranteeing ID uniqueness, or
‘identity mappings’ (e.g., mapping/federation of VIDs) between operators.
Privacy protection affords the user some configuration burden. Firstly, different
VIDs must be configured: i.e., it must be specified what information may be revealed
under which context – including, e.g., setting the access rights for accessing user
information. Secondly, it must be decided when the aggregated information is too
sensitive and the VID must no longer be used. Thirdly, the user must decide for
each required service, which VID is to be used.
On the other hand, the security and privacy subsystem provides an enabling
service for the pervasive service platform that allows users to automate the abovementioned VID related actions. Moreover, it comprises the respective counterparts
being used by third party services. The overall functionality consists of three
parts: (1) privacy policy negotiation, (2) identity management and (3) credential
management and access control.
The ID broker manages VIDs including creation, deletion, activation, adding
EPPs and obtaining EPPs from the EPP Holder being used to store various EPPs.

3.2.

Federation

A federation is a collection of realms that have established trust relationships
between themselves. The level of trust may vary, but typically includes AuthN
and AuthZ. In Daidalos, Federated AuthN and AuthZ (FAA) are to support and
implement the AuthN and AuthZ of dynamic service provisions between the federated
(mutually trusted) domains. For federated domains, only one AuthN is needed:
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SSO [11]. When an authenticated user accesses another federated domain, an
AuthN credential enables one application to assert the identity of the user to another.
There are three kinds of federations defined in Daidalos: (1) Data federation,
whose main purpose is to exchange data. As already stated, all federations aim to
exchange data, so one can say that all federations are data federations. However,
for this definition, the data being exchanged is generic and as such does not serve
any specific purpose. This data can also only be provider specific in the sense that
it is not directly related to a user. Some problems might arise from this in relation
to data consistency across providers. (2) Identity federation, where the identity of
the user is exchanged between providers within the federation, given that the user
is represented in the system at more than one provider. These providers exchange
handles that enable them to correlate the several representations. These handles can
be anonymous or not. One can say that the user’s overall representation is a merger
of the local representations at the different providers. As can be seen, this federation
is an instantiation of the general data federation problem. It may require additional
agreements since it may expect a greater level of trust between the federations.
(3) Function federation, in which the main function is provided by several providers
in a concerted way. I.e., no provider can provide the function alone, but if every
provider provides its share, the overall function can be delivered to the consumer.
This is basically distributed computing or service composition with all the known
problems from these areas such as delay, access control or common data models.
Moreover, it is important to define, which information a provider wants to disclose
and which information the others need for the concerted functionality (involving
service discovery). This might include trade-offs and mappings and blurring. Here,
the result of the function will provide the information to be exchanged. A function
may use ‘parameters’ retrieved through a more generic data federation.
Generally, there are several federations, ranging from a fully federated situation
where the federated business entities exchange almost all desired details to the
other extreme where no information is exchanged at all. Between these two extreme
positions, there is a wide range of flavors of federation possible, as defined by the
two administrative business entities involved [9].
3.3.

AuthN and AuthZ Process

The AuthN and AuthZ processes in Daidalos are clearly separated and implemented
via SSO, which consists of three parts: VID login, service AuthZ and handover,
which will described in next section in terms of mobility.
Figure 1 shows a VID login. When selected from Key Manager/input (from
external storage, such as a USB stick), the VIDID with its credentials are sent to the
local foreign domain. For the inter-domain case, the VIDID realm will be locally
resolved to obtain VIDID’s domain address. Then, the VIDID and its credentials
will be sent to its home ID Broker. The ID Broker will fetch this VIDID’s private
key from the KDC (Key Deployment Center), which is a functional module to
generate the key specific to the VID. It then sends the VID and key to the A4C
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Figure 1. AuthN and AuthZ of VID

Server for AuthN. When the A4C Server authenticates the VID, it will generate an
ID-Token for the VID, which includes an SAML artifact. From the Mobile Terminal
(MT) to the Access Router (AR), i.e., from PaC (PANA Client) to PAA (PANA
AuthN Agent), PANA and EAP are used to deliver the VIDID and its credentials.
Also, from the PAA/AR to the local foreign A4C domain, Diameter and EAP are
used to deliver the AuthN request. Diameter and EAP protocols are also used for
communications between the A4C servers. For communications between the ID
Broker, KDC and A4C Server, the AAA protocol (Diameter) is used to transfer
the VID and its credentials (request AuthN phase) and the VID with its ID-Token
(response AuthN phase). Figure 2 shows an example of an ID-Token.
In other words, the A4C Server requests the credentials from the VID/user by
using the new EAP method (EAP-SAML request/response). After the A4C Server

Figure 2. Content of an ID-token
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verifies that the credentials are correct, it informs the AR/PAA that this user is
authorized to access the network. Then the AR/PAA requests the QoS Broker to
obtain QoS parameters associated with this user and whether access is possible.
Note that the AR has to recover both the VID and the credentials to carry out the
registration process. However, it cannot access the EAP messages because they are
encrypted inside a TLS tunnel. Thus, the A4C Server sends both parameters to
AR/PAA by using new Diameter AVPs: VID AVP and Credential AVP that have
been added to the Diameter EAP application.
Once a VID has been AuthN and AuthZ, the EPPs, in terms of EPPID, listed
in the VID can be selected. The EPPs will be fetched from the EPP Holder, and
then any control policies for access will be implemented. If XACML authorizes
the selected EPPs for access, the EPPs will be redirected to a service provider. The
service provider will authorize the requested service if that service can be provided.
If a new service is discovered and is to be used, the privacy policy negotiation
module is invoked. This negotiates anonymously with the service’s respective
privacy policy negotiation counterpart. The result of this policy is not only a
statement about what the service guarantees to do with the personal information
being revealed during the service use, but also a list of personal context information
that the service needs for the requested service provision: e.g., the user’s location.
Based on this negotiated result, the ID broker module selects or creates a VID
in which this context information may be revealed. For this, it estimates the level
of privacy invasiveness for the data being revealed in the context of this VID.
Finally, another functional module, the ID Manager, creates the respective AuthZ
for the service to access the negotiated context information according to the chosen
VID. This module is complemented by context management access control, which
checks the AuthZ in case of a context request by, again, interfacing with the A4C
subsystem of the service provisioning platform.
4.

PROPOSED SCHEME IN MOBILITY

AuthN and AuthZ should continue to work properly even if users or services are
temporary disconnected (because of local network limitations, or during the transfer
from one network domain to another). The identities including customized services
must be recognized even if the connection point to a network changes from time to
time or even from a particular device to another. Also, in this case, it is necessary
to allow multiple AuthZ frameworks to work independently (within administration
domains) as well as together.
4.1.

Terminal Mobility

Figure 3 depicts a federated heterogeneous domain communication diagram, where
a handover is initiated. In the new domain, a user, before getting access to the
network, has to be authenticated and registered. In the SSO, the new AuthN and
AuthZ are implemented with transferred credentials from the old access router.
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Figure 3. Federated heterogeneous domains

The credential management is part of the AuthN services which is managed by the
A4C subsystem including creating and modifying credentials. When the handover
decision is made by the mobile terminal according to the received signal strength, the
mobile terminal provides some credentials with its VIDID, which will be transferred
to the new inter-domain AR using a handover context transfer protocol. The new
AR delivers the credentials (ID-Token) to the new inter-domain A4C (A4C.f_new)
server which firstly checks whether the credentials (credential signature) is valid and
then forwards them to the home A4C Server via the Diameter protocol. The home
A4C (A4C.h) server checks the credentials and sends back the result to the new
inter-domain A4C Server and then the new AR. If all credentials are successfully
verified, the service will be continued, otherwise the service will be denied and
re-AuthN and re-AuthZ are necessary.
In the new domain, if a user wishes to change his service preferences, the new
services should be authorized. Actually, it becomes a new service.
4.2.

Session Mobility

Session Mobility is the seamless media transfer of an ongoing communications
session from one device to another. There are two cases: firstly, to transfer a

346

CHAPTER 28

complete session to another device (whole-session mobility, e.g. audio + video +
signalling) and secondly, partial session mobility (e.g. just transfer video to another
device, because the MT detects that a high definition device is available and the
user accepts its use).
Session mobility involves both transfer and retrieval of an active session. Transfer
means to move the session on the current device to one (whole-session mobility) or
more (partial session mobility) other devices. Retrieval means to remotely transfer
a complete or partial media stream of a communications session on another device
back to the local device; for complete or partial mobility respectively. This may
mean to return a media stream to the device on which it had originally been
before it was transferred to another device. For example, after discovering a large
video monitor, a user transfers the video output stream to that device using partial
mobility approach. When the user leaves, the user returns the stream to the user’s
mobile device for continued communication. In the whole-session mobility case,
a participant in an audio call on the user’s IP phone may leave the user’s office
in the middle of the call and transfer the call to a mobile device as the user
is leaving.
For session mobility, the new device should be authorized by a specific VID,
which should depend on context management. For example, for a large LCD in the
classroom, teachers will have the right to use it, but students will not.
4.3.

Network Mobility (NEMO)

Network mobility involves Mobile Routers (MR). Security and AAA support will
allow MRs to use the same infrastructure (ARs) as the Daidalos Mobile Nodes
(MN). A MR arriving at a visited domain must authenticate itself within this domain
before having access to the network, just like any other MN arriving at this network.
For this purpose, it must use the PANA protocol and, in a more detailed way, the

Figure 4. Mobile Router authentication in the visited domain
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PANA Client (PaC) module for gaining access to the network. Because all the
access networks must have a PAA, the MR is going to be able to authenticate itself
using this PAA, see Figure 4.
5.

SECURITY AND PRIVACY CONSIDERATIONS

Security and privacy refers to two aspects: firstly, a user arriving at a network
to access the network and secondly, a user interested in gaining access to other
services, which are provided by the network. The user will be interested in accessing
these services confidentially, so the user is required to obtain an identity, credentials
plus other information (e.g. address of the service). For satisfying the above, a
bootstrapping scenario is used for which a service bootstrapping process is required
whose entities are in charge of managing access to the services in a provider’s
domain and are able to collaborate with similar entities in other provider’s domains.
This collaboration could be realized using the EAP keying framework, defining a
procedure to transfer cryptographic material or other user information to a local
domain (for roaming scenarios) in order to improve the performance of the system.
The root-key is used for providing keying material to all of the entities/services
which were using the AAA-Key (or a derived key from this AAA-Key) obtained
from an EAP method. In some sense, this approach for example applied to key
distribution is related to the GAA/GBA model; see 2.1.
In this way, in our proposed scheme, to provide the mobile node with information
to allow a user to access the services based on profiles or contracts, different VIDs
ensure user privacy based on user needs. In order to allow a user several VIDs and
to have control over privacy issues, the bootstrapping architecture as defined allows
the user to request a different VID and associated parameters such as credentials
either during the AuthN phase or indeed at any other moment in time.
6.

CONCLUSION

The SSO and federation protocol defines a request and response protocol by which
a user is able to authenticate to one or more service providers and federate (or link)
configured identities among multiple domains. A service provider issues a request
for AuthN to an identity provider (ID token or credential). The identity provider
responds with a message that contains AuthN and AuthZ information, or an artifact
that points to AuthN and AuthZ information.
The VID framework provides the possibility to instantiate several virtual users
(even being physically just one user) all potentially using the same physical device
or different physical devices. The bootstrapping of the different VIDs is strictly
connected with the AAA aspects developed for network DAA. VIDs impact mobility
in the sense that users can move a VID without actually moving the physical
device. Traditional host mobility is therefore extended with a new concept of VID
handover. The network and the terminal are therefore required to handle mobility
with a different granularity depending on users’ profiles and requirements.
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